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Abstract

European cybersecurity ecosystems face an increasing skills gap, with a shortage of 260,000–500,000
professionals compared to an estimated demand of 883,000 cybersecurity experts. This gap is particularly
critical for strategic sectors such as Space, Telecommunications, and Digital Infrastructure, where cyber
threats pose significant risks. The security of space assets, including satellites and GNSS systems, is a
growing concern as cyberattacks threaten Europe’s economic stability and technological sovereignty. To
ensure resilience, it is essential to ensure scalable and replicable education tools that equip professionals
with the necessary cybersecurity expertise. To address this challenge and support a skilled cybersecurity
workforce for the space sector, the CyberPro Train programme brings together key stakeholders from 4
European countries—Italy, Spain, Greece, and Belgium—covering critical infrastructure sectors. Cyber-
Pro Train is a Digital Europe-funded initiative designed to strengthen cybersecurity resilience through an
innovative and scalable educational approach. The project implements a training model in 3 EU countries,
delivering 300 hours of theoretical and practical courses, 3 intensive bootcamps, and 3 tour-on-the-job
trainings. With a target of training 1,000 professionals from SMEs and public administration, CyberPro
Train provides structured upskilling and reskilling opportunities to meet industry needs. As part of the
European Cybersecurity Skills Academy, CyberPro Train offers a vocational training journey designed by
experienced critical infrastructure professionals. A key component is the CyberPro Train Digital Hand-
book, a one-stop-shop platform encompassing cybersecurity best practices, guidelines, and procedures
for industry and public administration. Available in 10 EU languages, the Handbook aims to become a
benchmark resource for European cybersecurity training, strengthening the resilience of SMEs and public
entities. This paper introduces CyberPro Train and its expected impact in the space sector, presenting the
results of the project’s first year, highlighting best practices implemented in the three countries to engage
and train professionals and public sector entities to reduce Europe’s cybersecurity talent gap, strengthen
its critical infrastructure—including space systems—and create a more secure and competitive European
digital future in space.
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