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Abstract

Cybersecurity, encompassing the security of network and information systems, plays a fundamental
role in safeguarding critical infrastructure and ensuring economic stability in an increasingly digitalized
world. In the space sector, cybersecurity is a key enabler for secure and resilient space-based services that
support essential civilian, governmental, and military activities. The objective of this paper is to analyze
the cybersecurity strategies and policies in Europe concerning space security, focusing on the role of the
European Union (EU), and the Member States.

The first section of this paper examines the European cybersecurity strategies and regulatory frame-
works currently in place, highlighting the role of key institutional actors such as the European Union
Agency for Cybersecurity (ENISA) and other relevant EU and international bodies. The second section
explores the intersection of cybersecurity with space and security policies in Europe and in cooperation
with EU institutions to enhance cyber resilience in the space domain. The third section assesses the cyber-
security approaches adopted at the national level by European Member States, focusing on space-related
cyber threats, vulnerabilities, and policy responses.

This paper identifies key challenges and vulnerabilities in the cybersecurity landscape for space, includ-
ing threats to satellite systems, communication networks, and critical ground infrastructure. It further
outlines the necessary security, industrial, and procurement policy measures required to mitigate risks
and enhance Europe’s strategic autonomy in space cybersecurity. By providing a comprehensive overview
of legal, policy, and technological developments, this paper aims to contribute to the broader discourse
on strengthening cybersecurity for space as an integral component of European security policy.
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