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Abstract

The accelerated evolution of the commercial space sector, combined with the increasing sophistication
of cyber threats, has given rise to a strategic context of unprecedented regulatory complexity. The current
legal architecture demonstrates a marked difficulty in governing the intersection between operational
cybersecurity requirements, the protection of personal data, and liability regimes applicable to systems
endowed with a high degree of decision-making autonomy. This situation introduces novel governance
vulnerabilities, particularly with regard to the adoption of cybersecurity solutions based on autonomous
algorithms, whose decision-making opacity renders the attribution of responsibility especially problematic.

The analysis presented focuses on some of the most significant regulatory pillars governing the field
at the moment, including the EU AI Act —with reference to the Digital Omnibus on AI Regulation
Proposal—, the GDPR, the NIS2 Directive, the forthcoming Cybersecurity Act 2, and the proposed EU
Space Act. A systematic assessment reveals that, while complementary in nature, these instruments
remain fragmented and incapable of outlining an integrated regulatory framework suitable to address
contemporary threats such as GNSS signal spoofing, data poisoning of machine learning algorithms,
command injection in orbital control systems, and —more broadly— AI-enhanced cyber operations.

The paper identifies several systemic gaps of particular gravity. To begin with, a structural conflict
emerges between the obligations of data minimisation and privacy by design mandated by the GDPR and
the requirements of continuous monitoring imposed by the NIS2 Directive. Furthermore, the absence of
a binding international framework for cooperation in space cybersecurity is highlighted, notwithstanding
the intrinsically transboundary nature of the threats involved.

Considered in their interdependence, these shortcomings attest to the inadequacy of the current gov-
ernance architecture in addressing the challenges arising from the convergence of space innovation and
artificial intelligence. These findings underscore the need for a more coherent regulatory approach ca-
pable of reconciling cybersecurity resilience, fundamental rights protection, and accountability in highly
automated strategic environments.
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