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MODULAR ONBOARD SOFTWARE ARCHITECTURE FOR SAFE IN-ORBIT UPDATES ON
SMALL SATELLITES

Abstract

Small satellites increasingly require flexible and reliable onboard software to support long-duration
missions and post-launch functional updates. Traditionally, satellite onboard computer software is final-
ized before launch, which limits the ability to correct design errors, improve performance, or add new
functions once the spacecraft is in orbit. This paper presents a modular onboard software architecture
designed to enable safe and reliable in-orbit software updates for small satellite platforms.

The proposed architecture is based on strict separation between mission-critical core services and
mission-dependent functional modules. The core layer provides essential services such as task scheduling,
communication management, memory protection, and fault detection and recovery, while the application
layer consists of independently updatable software modules. A version control and integrity verification
mechanism using checksum and rollback strategies is introduced to ensure that faulty updates do not
compromise satellite operation.

The system is implemented and evaluated on a small satellite onboard computer environment under de-
velopment for a national satellite project. Several update scenarios, including partial function replacement
and feature extension, are tested to validate reliability, safety, and recovery performance. Experimental
results show that the proposed approach significantly reduces operational risk while maintaining system
stability during and after software updates.

This architecture improves mission flexibility, reduces long-term maintenance cost, and increases the
overall robustness of small satellite missions. The proposed approach is especially suitable for educational,
technology demonstration, and emerging space nations’ satellite projects where long-term adaptability and
risk mitigation are critical.
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