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Abstract

Cyber resilience in the space domain is increasingly critical for both public and private actors relying
on space-based services. The increasing digitalisation and connectivity of space missions have signifi-
cantly expanded the cyber-attack surface across both space and ground segments. Modern space systems
can be targeted remotely through vulnerabilities in ground infrastructure, mission support systems and
software supply chains, exposing missions to cybercrime, cyber-activism and state-level cyber operations.
Addressing these threats requires practical, operational mechanisms that enable organisations to validate
security measures, test system resilience, support certification processes and develop the necessary human
expertise.

This paper focuses on the Space Cyber Range (SCR) capabilities as a platform for preparing for cyber-
based security threats to space missions. Developed in collaboration with the European Space Agency
and industrial and academic partners, the SCR provides a controlled virtual environment for testing,
training and validation of space-related systems. It allows space operators, developers and institutional
stakeholders to assess cyber readiness throughout the mission lifecycle, from early design and development
to operational deployment.

The paper presents practical use cases of the SCR for validating cybersecurity controls, conduct-
ing penetration and communication testing, assessing system integration and recovery capabilities and
supporting certification and accreditation activities through testing scenarios. These capabilities reduce
operational risk by identifying vulnerabilities before deployment and by providing evidence-based inputs
for regulatory and institutional decision-making.

Furthermore, an important use case of the SCR lies in close collaboration with academic partners,
particularly in supporting the development of advanced space cybersecurity competencies for both future
and existing specialists. Through the exploration and potential integration of frameworks such as SPACE-
SHIELD, a MITRE ATTCK-inspired approach conceived specifically for space systems, the SCR can
serve as a bridge between research and operational practice. Joint development with academia offers the
opportunity to enable more systematic threat modelling, scenario design and assessment across different
mission profiles, while providing a research-driven foundation for evolving SCR, use cases.

The paper explores how platforms such as the SCR could evolve to combine validation, emerging certifi-
cation approaches and skills development, offering a practical pathway for translating legal, organisational
and policy requirements into effective cyber resilience for future space missions.



