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Abstract

As contemporary space missions increasingly rely on digital command, control, and communication
infrastructures, cyber security threats have become a growing concern for mission assurance and the long-
term sustainability of space activities. Although technical research has extensively documented cyber
vulnerabilities in space systems, the governance arrangements required to manage these risks remain frag-
mented across legal, institutional, and cooperative domains. This fragmentation is particularly evident in
modern mission environments where public space agencies and private operators interact within highly
interdependent ecosystems. This paper proposes an operational governance framework aimed at strength-
ening cyber resilience across the space mission lifecycle. It adopts a multidisciplinary approach, drawing
on international space law, existing cybersecurity norms, and institutional practices to assess how current
governance mechanisms address cyber-related risks to space missions. The analysis highlights persistent
challenges related to cyber incident attribution, accountability, and coordinated response, which continue
to limit the effective and enforceable management of cyber risk. To address these challenges, the paper in-
troduces the S-Cyber Framework (Secure, Sustainable, and Shared Cyber Governance for Space Missions).
The framework integrates legal safeguards, institutional coordination mechanisms, and international co-
operation into mission-level governance processes. Designed with practical implementation in mind, it
aligns cybersecurity governance with established mission assurance and risk management practices used
by space agencies and mission operators. The framework is illustrated through a case study focused on
small satellite missions, which are particularly exposed to cyber threats due to standardized system archi-
tectures, limited operational resources, and increasing reliance on commercial off-the-shelf components.
The case study demonstrates how governance gaps can amplify technical vulnerabilities and shows how
the proposed framework can reduce mission risk through shared cybersecurity standards, inter-agency
coordination procedures, and adaptive regulatory approaches. By connecting cybersecurity engineering
with space law and institutional governance, this research contributes to ongoing efforts to enhance the
resilience and sustainability of space operations. The proposed framework provides actionable insights
for space agencies, policymakers, and commercial operators seeking to integrate cybersecurity governance
into mission assurance strategies, highlighting the critical role of coordinated governance structures in
supporting secure and sustainable space missions.



