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Abstract

The space systems are becoming more connected and Al-enabled. Al-enabled satellites can au-
tonomously conduct missions such as collision avoidance, navigation, and operational optimisation without
continuous human oversight, and are increasingly adopted by emerging space missions. The Al-enabled
technological shift alters not only design and engineering aspects, but also the conduct and legal founda-
tions of accountability in outer space. The increasing number of cyber interferences may now take the
form of manipulating the data environments which autonomous systems rely upon, prompting satellites to
undertake harmful or destabilising actions without direct external control. Whether existing doctrines of
State responsibility adequately address Al-enabled cyber operations targeting autonomous space systems,
or analyses attribution and due diligence under general international law alongside Article VI of the 1967
Outer Space Treaty, the increasing delegation of operational authority to autonomous decision-making
systems exposes a structural tension between traditional notions of effective control and cyber-physical
conduct in orbit. Given the operational integration of space and cyber domains within institutions such
as North Atlantic Treaty Organization (NATO) and ongoing norm development at the United Nations
(UN), clarifying responsibility for Al-enabled interference is essential to preserving strategic stability and
legal predictability in the evolving space domain. This article will argue that there is no legal void, but
a doctrinal mismatch: while autonomy does not dissolve responsibility, a recalibration needed between
attribution and reinforced due diligence considering strategic urgency.



