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Abstract

The evolution toward mission infrastructures integrated with IP networks, remote access, and ex-
ternal services has substantially expanded the cyberattack surface of space missions. A threat actor
can reach spacecraft telemetry, tracking, and command (TTC) channels by compromising the enabling
ecosystem (mission control, suppliers, and cloud platforms), leveraging legitimate credentials and tools,
without dedicated infrastructure, and with operations that can be conducted globally. This makes space
missions attractive to cybercrime and hacktivism for extortion, selective disruption, and the value of space-
enabled data and services on which terrestrial critical infrastructure depends. The paper reconstructs the
“threat–signals–decision” cycle in operational terms, clarifying where threat intelligence is generated, how
it circulates across the supply chain, operators, CSIRTs (Computer Security Incident Response Teams),
and institutional partners, and how it is validated and used to reduce the time between detection and
mitigation. On this basis, the contribution translates realistic attack scenarios into verifiable mission
assurance requirements, integrated into engineering and development processes (security by design) and
focused on TTC, service continuity, and data integrity. The paper compares cases such as KA-SAT (2022),
jamming in LEO affecting Starlink, Deloitte-1 (an on-orbit testbed), and episodes of GNSS spoofing, and
shows how mitigation feasibility differs between missions that can be updated post-launch and legacy
fleets with more limited engineering margins, including “from space” vectors such as the compromise of
inter-satellite crosslinks. Finally, the paper clarifies key grey zones in the international legal framework
applicable to cyber threats in orbit, in the context of the UN space treaties, with attention to State
responsibility and the continuing supervision of national activities, including private activities (Article
VI of the Outer Space Treaty, OST), and to the misalignment between rules focused on physical damage
and cyber operations capable of altering a satellite without material effects. To address these uncertain-
ties, the paper refers to the Tallinn Manual 2.0 and provides a concise comparison of how major actors
approach space–cyber integration, also noting the role of national and regional cybersecurity legislation
(for example, in the EU, the Cybersecurity Act and the NIS2 Directive). The section highlights relevant
convergences and divergences and includes procedures for information sharing, digital evidence handling,
and cooperation among operators, CSIRTs, and competent law enforcement authorities. The conclusion
connects the threat–signals–decision cycle, mission assurance, and international grey zones, and proposes
an essential cooperation playbook for operators, CSIRTs, and competent law enforcement authorities.
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