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Abstract

Purpose: The systemic shift from siloed, air-gapped ground stations toward IP-enabled ”Ground-
Station-as-a-Service” (GSaaS) models has precipitated a crisis of jurisdiction in international space law.
This study interrogates the growing normative friction between the physical territoriality of space assets
and the decentralized, cloud-integrated digital architectures that now facilitate orbital command and
control. The primary objective is to delineate how the dematerialization of the space link undermines the
traditional ”"nexus of control” as envisioned under the Outer Space Treaty (OST).

Methods: Employing a doctrinal legal analysis of Article VI of the OST, this research evaluates
the evolving threshold of ”authorization and continuing supervision” in an era of digital outsourcing. It
synthesizes general international cyber-norms—specifically those articulated in the Tallinn Manual—with
the lex specialis of space law. To stress-test current attribution frameworks, the study utilizes scenario-
based modeling of cross-border cyber-intrusions targeting commercial cloud nodes utilized by sovereign
space actors.

Results: The analysis reveals a burgeoning ”attributional vacuum” where the digitalization of the
command link renders the static criteria of ”launching State” and ” State of registry” increasingly obsolete.
A critical finding is the functional erosion of territorial jurisdiction: when cyber-actors exploit a node in
one State to compromise a satellite registered to another, a significant gap in ”due diligence” enforcement
emerges. The study demonstrates that classifying such interference as a technical anomaly rather than
a breach of international legal duty significantly elevates the risk of unintended kinetic escalation in the
space environment.

Conclusion: To address this accountability deficit, the paper advocates for a ” Cyber-Enhanced Due
Diligence” framework. It concludes that State responsibility must be reinterpreted to mandate the in-
ternalisation of cyber-resilience standards within national space licensing regimes. By harmonizing law
enforcement protocols across corporate and international boundaries, this model ensures that the ”peace-
ful purposes” doctrine of the OST remains enforceable, even as the digital gateway to the stars transcends
physical borders.



