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Abstract

The rapid deployment of mega-constellations, such as SpaceX Starlink with over 4,000 satellites, has
revolutionized global connectivity while exposing critical vulnerabilities in traditional satellite security
models. Centralized certificate authorities struggle with scalability, single points of failure, and emerging
quantum threats, while small satellites face severe resource constraints in computation (e.g., ARM Cortex-
M4), memory (256 MB-2 GB RAM), and power (<10 W). In an era of autonomous swarms cooperating
across international boundaries, there is a paramount need for decentralized, privacy-preserving, and
quantum-resistant security architectures.

This study introduces zkSwarm, a multi-layered protocol designed specifically for the high-stakes
environment of Cooperative Systems. It empowers satellite swarms to achieve trustless coordination and
self-organizing reconfiguration without compromising operational sovereignty. To bridge the Compute-
Security Paradox, zkSwarm integrates optimized post-quantum cryptography (Kyber-1024 and Dilithium-
5) with AES-256-GCM-SIV. A core innovation is the use of zk-STARK-256 for identity-masking, allowing
satellites to verify collective membership and perform collaborative tasks (debris avoidance, multi-agency
Earth observation) without exposing sensitive mission metadata. Hardware-rooted trust is established
through Physically Unclonable Functions (PUF), enabling tamper-evident device authentication, while
Verifiable Delay Functions (VDF) enforce cryptographically provable timing guarantees for secure inter-
satellite sequencing and anti-replay protection.

To ensure operational feasibility, we implement 60-second proof caching and batch verification, sig-
nificantly reducing overhead on edge hardware. The architecture is further hardened by a Byzantine
Fault Tolerant (BFT) consensus layer, enabling robust decentralized governance even in supply-chain-
compromised environments. Preliminary simulations in ns-3 for massive LEO swarms (up to 5,000
nodes) demonstrate that zkSwarm introduces a negligible 8% latency overhead while providing a 22%
increase in overall security resilience scores. zkSwarm advances innovative approaches to autonomous
swarm cooperation, fostering global collaboration under the theme “The World Needs More Space.”

1

Paper ID: 112149
student


