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Abstract

The rapid commercialization of outer space has transformed space systems into critical digital infras-
tructure. Telecommunications, Earth observation and navigation are increasingly operated by private
actors and embedded in complex, networked architectures. Recent geopolitical crises have demonstrated
that commercial satellite systems are not merely service providers, but strategic assets and potential
targets within hybrid threat environments. Cyber vulnerabilities affecting satellites, ground segments,
or supply chains can generate cascading effects across defence, financial, energy, and emergency-response
systems.

While technical standards and agency guidance, such as space agencies and industry cybersecurity
frameworks, have evolved in recent years, binding cybersecurity obligations under international space law
remain absent. The legal framework established by the Outer Space Treaty (1967) and the Liability
Convention (1972) attributes responsibility to States for national activities in outer space, including
those carried out by non-governmental entities. However, it does not specify cybersecurity obligations
applicable to non-States actors. This gap reveals a growing disconnect between the exposure of commercial
space systems to cyber threats and the absence of clear international requirements or shared behavioural
expectations.

This paper examines how cybersecurity is progressively evolving from a voluntary best-practice ap-
proach into structured regulatory requirements for commercial space applications. It inquires about the
feasibility of creating shared cybersecurity obligations for commercial space actors despite the absence of
explicit provisions in international space law.

Using the European regulatory environment as a case study, the paper identifies three converging
dynamics. First, the integration of space services into critical infrastructure protection regimes, extending
mandatory risk-management, incident-reporting, and governance obligations to a broader range of space
actors. Second, national authorization and licensing frameworks increasingly incorporate cybersecurity
conditions as part of operational approval and ongoing supervision. Third, technical standards and
security-by-design principles function as de facto compliance benchmarks, increasingly shaping operator
behaviour through market-based mechanisms.

The paper argues that cybersecurity obligations in commercial space activities are emerging through
raised legal requirements and increasing shared behaviours rather than the emergence of new global norms.
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This evolution reflects complementary drivers: a top-down security imperative, as States seek to protect
strategic and critical assets, and a bottom-up industry rationale, where reliability, resilience, and trust
affect business continuity, financial exposure, and reputational risk.

By conceptualizing this development as a gradual construction of normative requirements, the paper
clarifies the trajectory of compliance expectations for industry. It also highlights challenges of regula-
tory coherence for policymakers operating in an increasingly contested and digitally dependent space
environment.
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