77th International Astronautical Congress 2026 Paper ID: 113415
student

IAF SYMPOSIUM ON SECURITY, STABILITY AND SUSTAINABILITY OF SPACE ACTIVITIES
(E9)
Cyber-based security threats to space missions: establishing the legal, institutional and collaborative
framework to counteract them (2)

Author: Ms. Iris Iordanidou
Greece

Mr. GEORGIOS CHATZICHARALAMPOUS
Université Paris Pantheon-Assas, France

LIABILITY ISSUES ARISING FROM CYBERSECURITY BREACHES IN THE CONTEXT OF SPACE
OPERATIONS UTILIZING AI SYSTEMS

Abstract

Artificial intelligence (AI) systems are increasingly integrated into contemporary space operations,
including satellite navigation, Earth observation data processing and autonomous spacecraft functions.
While these technologies enhance the efficiency and autonomy of space activities, they also introduce
significant cybersecurity vulnerabilities. Cybersecurity - understood as the set of legal, technical, and
organizational measures aimed at protecting the confidentiality, integrity, and availability of information
systems - has therefore become a critical concern for space infrastructure. In this regard, Al technolo-
gies may function both as tools enabling sophisticated cyber operations and as targets of manipulation
through techniques such as adversarial inputs, data poisoning or model extraction. In the space context,
such attacks could compromise satellite navigation or Earth observation systems, potentially leading to
operational disruption, false positioning signals or broader impacts on critical infrastructures that depend
on space-based services. In this light, the present paper examines liability issues arising from cybersecu-
rity breaches affecting Al-enabled space systems within the framework of international space law, with
particular focus on the liability regime established under the Outer Space Treaty and the Convention on
International Liability for Damage Caused by Space Objects. While these instruments primarily address
physical damage caused by space objects, cybersecurity incidents involving Al may instead generate non-
physical forms of harm, such as data manipulation or service disruption, creating legal uncertainty as to
the applicability of existing liability rules. The paper therefore argues that the growing reliance on Al in
space systems exposes structural gaps in current liability regimes and calls for a reconsideration of how
liability may be interpreted and applied in the evolving cybersecurity environment.



