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Abstract

Even though space law has been traditionally structured around physical damage and kinetic inter-
ference, the increasing integration of cyber capabilities into space systems challenges this foundational
assumption. A range of interference including spoofing, jamming, DoS attacks and malware, has become
an everyday phenomenon. This paper critically examines if so and how cyber operations fit within the le-
gal concept of harmful interference under Article IX of the Outer Space Treaty and which are the possible
legal responses available for States in this regard.

Firstly the paper outlines the legal elements of harmful interference in space law and telecommunica-
tions law, with emphasis on the obligation of due regard. It then progressively maps a spectrum of cyber
interference ranging from the lower level of harmful interference to the gravest form touching the limits of
cyber force. The paper tries to demonstrate these different factual configurations through a series of case
studies, thus evaluating the legal significance and consequences of non-kinetic cyber effects on space-based
systems.

Building on this spectrum, the analysis clarifies the threshold between unlawful interference engaging
state responsibility and cyber operations that may qualify as a prohibited use of force under Article
2(4) of the United Nations Charter, by mostly adhering to the scale and effects theory. Last but not
least, the paper examines the activation of legally available responses, like retorsion or countermeasures
in the event of harmful interference directed against space-based infrastructure. The research aims to
a functional understanding of interference, providing a coherent doctrinal bridge between primary space
law obligations and general international law, thus enabling proportionate and legally grounded responses
without destabilizing the existing space law regime.
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