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Abstract

The increasing reliance of space missions on interconnected digital infrastructures in commercial and
public services extends the exposure to cyber threats. Even though the mission of outer space was
initially entrusted to scientists, it has evolved into a geopolitical “mechanism” used to interfere with other
space satellites. Consequently, outer space has been considered a strategic domain by NATO since 2019.
According to one of the main principles of the Outer Space Treaty, “outer space shall be free for the
exploration and use by all States”; nevertheless, misuse by state and non-state actors has resulted in a
shift in the context of “exploration” toward “exploitation”.

Space commerce is another rapidly growing industry that focuses on private companies alongside
public actors, with the primary goal of providing commercial space services and technology. In recent
years, the commercialization of the space sector has posed complex challenges for the security of space
domains. The primary problem arises from the use of Commercial Off-The-Shelf (“COTS”) components
in commercial sectors, which poses a noticeable risk when materials are obtained from publicly available
sources. Moreover, the operation of satellites in space results in difficulties in controlling cyber incidents.
Therefore, this research paper examines whether international cooperation has the effective capability
to supervise and implement adequate regulatory mechanisms for commercial space activities in order
to protect them from cyber disruptions within the requirements of international law. Nevertheless, the
central function of space systems, which is widely used by industries and critical infrastructures, makes
them a primary target for cyber attackers; therefore, vulnerabilities in satellite constellations, terrestrial
segments, and compliance mechanisms with global information systems may provide direct opportunities
to disrupt these systems.

In conclusion, the main objective of this research proposal is to identify the limitations of current gov-
ernance and regulatory frameworks caused by the growing commercialization and digital interconnectivity
of space systems, which increases their exposure to cyber threats. Strengthening international coopera-
tion and establishing effective regulatory mechanisms are therefore essential to ensure the cybersecurity,
resilience, and responsible use of commercial space infrastructure.



