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Abstract

The rapid digitalisation of space missions has significantly expanded the cyber-attack surface of space
systems. Modern missions increasingly rely on distributed ground infrastructure, cloud-connected mission
architectures, and artificial intelligence (AI) capabilities for onboard autonomy, data processing, and
operational decision support. While these technologies improve mission capability and responsiveness,
they also introduce new cyber-security risks that are difficult to evaluate using traditional aerospace
assurance approaches.

In particular, AI-enabled subsystems create novel vulnerabilities - including data manipulation, model
evasion, and adversarial exploitation - that interact with existing cyber threats targeting ground infras-
tructure and mission control networks.

This paper introduces the Unified Trustworthiness and Security Assurance Framework (UT-
SAF), a structured evaluation framework designed to determine whether AI-enabled mission systems are
sufficiently safe, secure, and trustworthy for deployment in mission-critical space environments. UTSAF
integrates perspectives from trustworthiness governance frameworks such as the NIST AI Risk Manage-
ment Framework with adversarial threat modelling approaches such as MITRE ATLAS, linking system
architecture analysis with threat-informed assurance processes.

The framework evaluates AI-enabled systems through a structured process that includes:

1. System decomposition

2. Definition of mission-specific trust objectives

3. Threat pathway identification

4. Control evaluation

5. Residual risk classification

6. Deployment decision gates

To enable consistent and reproducible analysis, UTSAF introduces a Trust–Threat Tensor Model,
which maps threats, trust objectives, and system components into a structured evaluation matrix. This
model allows evaluators to systematically identify where cyber threats can undermine mission trustwor-
thiness and to quantify the severity of those impacts across system components.

By bridging cyber threat modelling and AI trustworthiness evaluation, UTSAF provides a practi-
cal assurance methodology for organizations developing next-generation space missions that depend on
networked and AI-enabled capabilities.
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