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Abstract

The space industry has become an increasingly prominent policy priority in Europe. This trend is
reflected in the substantial financial support provided by the European Union, the proposal of the EU
Space Act, and the establishment of the European Union Agency for the Space Programme, all of which
alm to strengthen the growth, competitiveness, and strategic autonomy of the European space sector.
Alongside these developments, the resilience of space infrastructure has emerged as a key concern within
European policy discussions. This focus is well justified, as modern societies are increasingly dependent
on satellite-based services that support critical sectors such as telecommunications, navigation, energy,
finance, and security.

Despite this growing recognition of the importance of space resilience, cybersecurity within the space
domain has long remained relatively overlooked in the European regulatory landscape. As a result, a
fragmented framework and a regulatory gap have emerged with respect to the cybersecurity of space assets
and services. While this situation may initially appear to represent a disadvantage, it simultaneously
creates an opportunity. The European Union currently finds itself in a unique position to design a
comprehensive and forward-looking regulatory framework for space cybersecurity. The central research
question of this paper is therefore whether the emerging European regulatory approach is capable of
effectively addressing the cybersecurity challenges associated with the rapidly evolving space sector.

To explore this question, the paper introduces a matrix of key European legislative instruments relevant
to space cybersecurity. These include the NIS2 Directive, the Cyber Resilience Act, the revised EU
Cybersecurity Act, the proposed Digital Networks Act, and the proposed EU Space Act. The matrix
is used as an analytical tool to examine how these legislative instruments interact with one another,
identifying areas of complementarity, potential overlap, and remaining regulatory gaps within the current
and proposed framework.

In addition to the doctrinal analysis of the legislative framework, the study incorporates qualitative
empirical research based on semi-structured interviews conducted with policymakers, industry represen-
tatives, and academic experts. These interviews provide insights into how key stakeholders perceive the
current regulatory landscape and the challenges associated with securing space infrastructure. By compar-
ing expert perspectives with the evolving legislative framework, the paper assesses whether the proposed
regulatory approach adequately addresses the cybersecurity challenges identified by experts in the field
and evaluates the feasibility of the European Union’s emerging strategy for regulating space cybersecurity.



