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Abstract

The democratization of space has led to an exponential reliance on Commercial-Off-The-Shelf (COTS)
components to accelerate mission deployment and reduce costs.However, this reliance introduces a sys-
temic vulnerability: the potential for Hardware Trojans (HT) and unauthorized firmware modifications
integrated during the global supply chain process. While current space cybersecurity standards focus on
link encryption and ground station firewalls, they fundamentally ignore the ”trusted-from- origin” fallacy
regarding the internal micro-architecture of satellite bus systems.

This paper investigates the threat landscape of sub-component level exploitations in dual-use satellite
constellations. We provide a comprehensive technical walkthrough of a hypothetical ”Dormant Trigger”
attack, where a malicious logic gate embedded in a Field Programmable Gate Array (FPGA) remains
inactive during pre-flight testing but executes an on-orbit command to disable Attitude and Orbit Control
Systems (AOCS) upon a specific signal. Unlike traditional software-based malware,these hardware-level
intrusions are undetectable by conventional on-board security monitoring due to their operation below
the kernel level.

To counter these sophisticated threats, we propose a Hardware-Root-of-Trust (HRoT) verification
protocol specifically tailored for the harsh constraints of space environments. The research introduces a
Non-Destructive Testing (NDT) framework utilizing side-channel analysis to detect power consumption
anomalies indicative of malicious hardware. Furthermore, we explore the policy implications of ” Cyber-
Resilience by Design,” advocating for a decentralized,blockchain-backed supply chain ledger to ensure the
provenance of every critical micro-chip. By bridging the gap between hardware integrity and mission
success, this study provides a strategic blueprint for space agencies to mitigate the risks of ”Trojan
Satellites” in an increasingly contested and congested orbital domain.



