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Abstract

Contemporary armed conflicts increasingly depend on digital technologies that enable command, com-
munication, navigation and data transmission. A significant part of these capabilities is provided by com-
mercial satellite systems operating in outer space and functioning through cyberspace — that is, through
complex transnational networks of privately and publicly owned infrastructure that are not confined by
territorial boundaries. As cyber operations become ever more intertwined with orbital infrastructure, the
traditional boundaries between the cyber and space domains grow increasingly blurred. This convergence
raises complex legal questions regarding the applicable framework governing malicious cyber activities
transmitted through neutral cyber or orbital infrastructure without the knowledge or involvement of
neutral States.

While the law of neutrality primarily seeks to safeguard the sovereignty of neutral States and prevent
the escalation of international armed conflicts, it was not originally designed with the unique characteristics
of cyberspace and privately operated space infrastructure in mind. Nevertheless, there is broad agreement
that neutrality rules apply to cyber operations conducted against, or by use of, cyber infrastructure
located within the territory of neutral States, as well as to orbital infrastructure under their jurisdiction
and control.

Accordingly, this paper will examine how the law of neutrality interacts with cyber-based activities
in outer space that affect armed conflict on Earth, and vice versa, and evaluate the legal implications
for both neutral and belligerent States. Indicatively, some research questions that will be addressed are
the following: what are the legal consequences when the terrestrial cyber-infrastructure or the orbital
infrastructure of a neutral State is hacked by individuals of different nationalities operating from within
a belligerent State in order to obtain a military advantage? What degree of due diligence must a neutral
State demonstrate regarding its terrestrial and orbital infrastructure? How does neutrality law apply
when cyber operations conducted during armed conflict are routed through satellite systems owned or
licensed by a neutral State? Finally, can orbital infrastructure get a neutrality-type protection analogous
to neutral territory for the purposes of international humanitarian law?

Consequently, this paper will argue that these challenges do not reveal a normative vacuum but rather
a need for interpretative clarification and institutional development. The articulation of transparency
standards for commercial satellite operators, the development of best practices within multilateral fora,
such as the UNCOPUOQOS, and the consolidation of a space-specific due diligence framework would enhance
legal certainty and reduce escalation risks in the increasingly interconnected domains of Earth and orbit.



