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Abstract

This paper aims to rigorously analyze the complex legal implications and liability frameworks sur-
rounding the global financial sector’s critical, yet fragile, reliance on Global Navigation Satellite Systems
(GNSS). With modern banking infrastructure—ranging from High-Frequency Trading (HFT) algorithms
and international SWIFT transfers to standard ATM transactions—depending on the US-operated Global
Positioning System (GPS) for microsecond-level precision timing (PNT), this systemic dependency intro-
duces unprecedented legal vulnerabilities. The research specifically addresses the legal fallout associated
with signal spoofing, deliberate jamming, or unexpected orbital outages.

The study conducts a comprehensive comparative legal analysis at the intersection of international
space law, telecommunications regulations, and emerging terrestrial financial cybersecurity mandates. It
evaluates the applicability of the 1967 Outer Space Treaty (specifically Articles VI and VII regarding
state responsibility and liability) and the 1972 Liability Convention against the realities of a dual-use
(military/civilian) satellite network. Furthermore, the methodology contrasts these international space
frameworks with stringent new terrestrial financial regulations, such as the European Union’s Digital
Operational Resilience Act (DORA) and US Securities and Exchange Commission cyber mandates, to
identify critical regulatory gaps in the event of space-based PNT failures affecting critical economic in-
frastructures.

The analysis reveals a profound legal vacuum regarding state liability for the disruption of GNSS
signals. Because GPS is operated by a sovereign military entity offering a civilian signal without binding
Service Level Agreements, international financial institutions have virtually no legal recourse for eco-
nomic losses stemming from a signal degradation or outage. Furthermore, the findings highlight that
while current financial regulations increasingly mandate operational resilience and third-party risk man-
agement, they conspicuously lack specific, harmonized legal standards concerning the diversification of
GNSS reliance and the attribution of liability during space-originated cyber disruptions.

The paper strongly recommends the development of integrated legal frameworks that proactively bridge
space law and global financial regulation. It advocates for the implementation of strict legal mandates
requiring banking infrastructures to adopt multi-constellation GNSS receivers (e.g., integrating Europe’s
Galileo and other regional systems) and to invest in terrestrial timing backups like eLoran. Ultimately,
establishing robust legal certainty to protect space-reliant economic systems demonstrates that ”The
World Needs More Space” to ensure long-term terrestrial economic stability, security, and sustainable
growth.
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