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Abstract

Space data has become a foundational layer of contemporary digital infrastructure, supporting civil-
ian services, commercial activity, scientific research, and governmental decision-making. Yet existing legal
and policy frameworks remain fragmented, unclear, and inadequate to address the growing risks of data
breaches and misuse in outer space, particularly as emerging technologies intensify the threat landscape.
While space safety and sustainability increasingly depend on sharing operational and situational informa-
tion, states remain reluctant to do so due to threats to national security, commercial sensitivities, and a
lack of robust legal mechanisms. This paper examines liability and accountability as well as information
sharing gaps in space data governance through a lifecycle-of-harm approach, tracing regulatory weak-
nesses from preventive data protection to post-breach responsibility and equitable remedies. The paper
first conceptualizes space data as a distinct object of legal protection and a form of critical infrastructure
and public good, highlighting its unique characteristics compared to terrestrial data. It also distinguishes
between raw data and operational information obtained after its processing and interpretation. It then sit-
uates space data governance within an evolving threat landscape shaped by cybersecurity vulnerabilities,
dual-use technologies, Al-enabled and autonomous systems, and post-quantum risks. At the preventive
stage, the paper analyzes the applicability and limits of territorial data protection regimes —including
the GDPR— illustrated by the exclusion of EU-operated Earth observation systems such as Copernicus,
and assesses the role of due diligence obligations and minimum cybersecurity standards. Existing infor-
mation sharing instruments such as the Registration Convention are insufficient despite their importance
for space situational awareness and preventing cybersecurity incidents. At the breach stage, the paper
evaluates whether international space law, specifically the Outer Space Treaty and the Liability Con-
vention, can accommodate data-related harm, including loss, corruption, manipulation, and erroneous Al
interpretation. It maps potential responsibility across multiple actors—including launching states, private
operators, cloud service providers, Al developers, and ground station operators—, as well as interrogates
the ethical and human impacts of space data insecurity including privacy erosion, surveillance, exclusion,
and disproportionate effects on the Global South. Unequal access to space data and information-sharing
infrastructures may reinforce structural imbalances, raising questions of distributive justice and equitable
participation in space governance. Drawing from the above analysis, the paper finally concludes by propos-
ing governance options centered on shared responsibility models, security-conscious information-sharing,
soft-law principles, codes of conduct, capacity building, and the potential emergence of a dedicated space
data governance instrument grounded in multistakeholder participation beyond commercial actors.



