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Abstract

The paper expounds the implementation of two hybrid encryption systems, an Advanced Encryption
Standard (AES-128) with Rivest, Shamir, Adleman algorithm (RSA-2048) and AES-128 with Elliptic
Curve Cryptography (ECC) in nanosatellites. Lightweight and impregnable encryption is the need of
the hour for small satellites on account of increasing application of the same for fulfilling demands of
communication and experimentation. The hybrid encryption techniques discussed in the paper will be
implemented on RVSAT-1, a 2U nanosatellite hosting a biological payload for experimentation in space.
The payload data thus obtained has to be sent to the ground station via the downlink when a line of
sight is achieved. The security of this data from potential interceptors is of paramount importance as
the payload data is immensely valuable. Hybrid encryption combines the swiftness of the symmetric
encryption algorithm (AES-128) and the security of the asymmetric encryption algorithm (RSA or ECC).
It altogether eliminates the vulnerability of the symmetric algorithm and slower execution time of the
asymmetric encryption algorithm.

In the paper, the efficiency of the aforementioned hybrid cryptosystems is compared and analyzed,
based on conventional encryption tests such as Chi-square test, entropy test, execution time and brute
force attacks and it was found that the hybrid encryption of AES-128 along with ECC is the most optimal
and lightweight algorithm for establishing secure downlink from nanosatellites.
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