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Abstract

Quantum Technologies (QT), and their use in space applications, are potentially transformative inno-
vations with fundamental implications for society and the global economy. A new era of QT is emerging in
the space domain, with a range of space missions now already carrying quantum cryptography payloads,
such as China’s Micius satellite in 2016 and the 2019 SpooQy-1 mission by the National University of
Singapore. Many other projects are exploring on a national and regional basis the potential of space-based
QT for distributing keys in the field of cryptography, including the European IRIS2 telecommunications
programme. Both the quantum and space domains have evolved as strategically important technology
sectors that address some of the major challenges of the modern digital era, and now they are being used
inter-operatively.

This paper will analyse the intersections between these two sectors. We will highlight legal and regu-
latory issues to be considered at this relatively early stage of ‘quantum technology for space’, in particular
cybersecurity, data transfer protection and liability. As quantum cryptography becomes increasingly im-
portant, it is necessary to assess the extent to which those quantum systems utilised in space missions will
comply with applicable cybersecurity regulations, current encryption standards, as well as data transfer
and protection regulations. We will also examine the legal consequences of any data loss resulting from
an error within the QT framework, focusing on potential liability and responsibility concerns and the
applicability of the UN Space Treaties.
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