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Abstract

As new space missions expand the space network by sending more and more satellites, topics such
as data integrity, reliability, and confidentiality become more important than before. New cybersecurity
threads, embracing world of quantum computing and artificial intelligence opened new ways to crack into
information technology and cause significant damage. These threads can be solved by using different
encryption technologies. Therefore, data integrity is crucial and it somehow needs to be proven that data
hasn’t been modified on purpose or by mistake when the satellite processes it and makes a decision. In
the fields that require higher data integrity the usage of blockchain is popular on terrestrial networks.
The purpose of this paper is to investigate the different blockchain technologies that we use on terrestrial
networks. Moreover, our paper analyzes how blockchain can be adopted by space missions for better
data integrity, as well as potential risks and limitations that harsh space environments and technology
can cause. This study offers a comprehensive literature review on topics such as current blockchain and
security applications and potential space environment and technology limitations that may occur during
the implementation of this technology, as well as calculations and simulations of potential blockchain
applications by the usage of multiple tools and programming languages such as MATLAB and python.
The results of simulations indicate that, even though blockchain adds some level of complexity and requires
time, it is still within the acceptable time frame. The usage of Byzantine Fault Tolerance (BFT) and
Proof-of-Stake (PoS) help the system reduce energy consumption levels, whereas traditional blockchain
applications such as Proof-of-Work (PoW) require much more energy to be sustainable. Creating a hybrid
system with the engagement of both the satellites and ground space centers increases tamper detection
and decreases the storage for satellites. Further research can be done on Quantum computing hardened
systems by using post-quantum Cryptography (PQC) for future-proof security.



