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Abstract

The demand for secure and resilient communication networks continues to scale as the global com-
munity addresses sustainable development and post-quantum cybersecurity. Quantum communication
offers transformative solutions to address the need for secure and resilient communication, building on
advancements in both space-based and terrestrial technologies. Integrated space and terrestrial quantum
networks will enhance climate resilience, protect critical infrastructure, and promote resource-efficient
innovation — all essential for a secure and sustainable future.

However, critical gaps remain in the creation of this quantum-enabled future. This paper addresses
these gaps and provides a framework that integrates space and terrestrial systems into a cohesive space-
ground architecture. We establish priorities including interface standardization, network synchronization,
and physical layer security. Additionally, we present a preliminary hybrid architecture that proposes per-
formance requirements across space-based quantum nodes, terrestrial fiber-optic systems, and gateway
interfaces. We also compare the relative strengths and challenges of space and terrestrial connections
in terms of distance, capacity, last-mile accessibility, link reliability and long-term implications for im-
munity to attacks or mitigation approaches for various attack vectors for secure and sustainable global
communications architectures.

Commercial innovation is essential to realize these integrated quantum networks. Quantum Corridor,
a U.S.-based quantum network infrastructure company, is developing a terrestrial fiber-based quantum
communications network paving the way for large-scale quantum-secured data transmission. In parallel,
satellite companies are advancing space-based quantum infrastructure, demonstrating the importance of
integrated architectures and interface standards to enable a global hybrid quantum network. This paper
provides a roadmap for bridging the gap between space and terrestrial quantum infrastructure—ensuring
that next-generation networks contribute to a more resilient and sustainable future.



